
CATEGORY: Policy 

LIAISON/DIRECTOR: Kathryn Wheeler, Data Liaison and Community Director 

PURPOSE: Update CIS to reflect DONE’s Digital Communications Policy, Draft 
Version as of July 1, 2021 

BACKGROUND:  

In December of 2020, the MVCC passed a CIS requesting changes to the Digital 
Communication Policy, Draft Version as of 9/29/2020 as did several other 
Neighborhood Councils (NCs). 

A new Draft Version as of 7/1/2021 has been submitted, and the MVCC is happy to 
report that this newest version is much better and wants to commend DONE on its 
new draft. This version has only three administrative corrections that are needed. The 
first two are in Section 6.1 which states (emphasis added): 

The Neighborhood Council must set up a digital media administrator email 
address for account setup, monitoring, and access. The use of personal email 
accounts or personal phone numbers is not allowed for the purpose of setting up 
a Neighborhood Council Digital Communications account. When the social media 
platform requires an individual’s name or other personal information associated 
with the account, the creator of the account must obtain approval from the 
Department.” 

Social Media accounts are becoming more “secure” and many are now requiring 
phone numbers as well an email address for account setup and/or security purposes. 

A unique email address (for a fee) can be set up for each NC to use; however, unless 
the City were to provide a phone number to each of the 99 NCs, personal phone 
numbers will need to be used for many media accounts. Even a “free” phone number 
(e.g., Google Voice) requires a “real” phone number before activation.  

Additionally, when NC credit cards are used, the “individual’s name” and “other 
personal information” is “associated with the account”.  While one could argue that 
having an NC credit card provides “approval from the Department”, the policy already 
requires NC approval for media accounts; therefore, it would be best to remove this 
line completely as it is the NC that does and should provide approval. 

The third and final administrative correction is in Section 11.6, which states (emphasis 
added): 



At the departure of an Account Administrator, passwords must be changed and 
reported to the Neighborhood council president or chair and the Department. 

This is a clerical error as in Section 6.2 requires access “to the Neighborhood Council 
President/Chair and Vice-President/Vice-Chair” and not “the Department”. And, as 
stated in the initial CIS, providing passwords to “the Department” is against all Best 
Practices in Cyber Security and a security risk to every NC and its board members. 

Additionally, there should be clarity as to who is changing the passwords and making 
the report. If it is the responsibility of the outgoing Account Administrator to change 
and report the password changes to others, the outgoing member would still know 
the passwords and have access to the accounts—something you are trying to avoid. 

THE MOTION:  

The MVCC respectfully requests that the Digital Communications Policy for the 
Neighborhood Councils Draft Version as of 7/1/2021 be amended with the following: 

Language Change for Section 6.1: 

The Neighborhood Council must set up a digital media administrator email 
address for account setup, monitoring, and access. The use of personal email 
account is not allowed for the purpose of setting up a Neighborhood Council 
Digital Communications account. 

Language Change for Section 11.6: 

At the departure of an Account Administrator, passwords must be changed by the 
new Neighborhood Council Account Administrator, President/Chair, or Vice-
President/Vice-Chair. 

Without these changes, the Policy’s enactment would constitute an undue burden on 
the MVCC and its digital media accounts including the removal of security integrity, 
least privilege, chain of custody, and other problematic outcomes.


























